Stoying safe online

If you have any concerns or worries, please tell a trusted adult. You can also contact the police via www.ceop.police.uk/ceop-reporting/

What should | already know Online bullying. Be SMART!

about keeping safe?

Anyone playing out
tonight?
Tell a
trusted
adult

Stranger
danger

With you?

Personal Be nice to
info. is friends
private

Yes. Is that OK?
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We = a” out. You're not Tell someone! Tell an adult if someone or
It’s fun chatting with known friends © invited. something makes you worried or uncomfortable.

* Report the unkind actions to a

v" Be nice and friendly when online. teacher or the Learning Mentor at
v" Only chat with people you know. school. We will investigate the report

® Some people can be unkind online. carefully.
® This can make others feel unhappy, sad ® Online bullying is * E-mail us:
and lonely. unacceptable and school staff safeguarding@allsaintsfed.Derbyshir
® If someone is unkind several times on will ensure it stops. e.sch.uk
purpose then this could be bullying * Block the person who is being
(STOP!) unkind.
v If we see this, then we must tell a trusted * Contact Childline: 0800 11 11
adult. * Chat online to Childline:

www.childline.org.uk



https://www.ceop.police.uk/ceop-reporting/
mailto:safeguarding@allsaintsfed.Derbyshire.sch.uk
http://www.childline.org.uk/

What should | already know
(@)

N about privacy?

x  Remember: we never share our full name
with anyone online.

% Things like where we live or where we go
to school should never be shared with
strangers.

% Never share your passwords with other
people.

Keep your personal
information private.

§\J

Use Net Aware to check the age restrictions\

App aware

Be careful. Information you put online may be seen and

used by others.

Rather than use your name, use an alias (maybe your
favourite cartoon character) for public profiles.

Lola Smith

lola@thesmiths.com
All about Me:

I’m 10 and | love horses
and playing football. |
play for my school team
— All Saints’ in Matlock.

Has Lola been SMART and stayed safe?

What advice would you give and why?

S,t,a;g ing /s,a,g.e online
Privacy: Stay Safe. Be SMART!

*  Be careful. Never share your home address. This is because people

online may not be who they say they are.

location and profile are not public.
*  NEVER meet up with someone you’ve be in contact with online

*  Ask atrusted adult to ensure your privacy settings are on so your

Stay
Safe

Don't give out your
personal
information to
people / places
you don'’t know.

N

| an adult you trust.

Don't

Meet Up

Meeting someone
you have only
been in touch with
online can be
dangerous.
Always check with

s
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Accepting
Files

Accepting emails,
files, pictures or
texts from people
you don’t know
can cause
problems.

Reliable?

Check information
before you believe
it. Is the person or
website telling the
truth?

(F )

Tell
Someone

Tell an adult if
someone or
something makes
you feel worried or
uncomfortable.

Be SMART: make sure you're safe with privacy settings ON and tell a
trusted adult if you are worried..




Staying sofe online

Communicating safely

What is e-mail?

£

¢ E-mail can be sent far quicker than a letter sent by post
¢ You can also attach files and photos to an e-mail.

LENMENLERE \Who can send e-mail?

B

¢ Anyone with an internet connected device can send an e-mail.

JENMEEIEE |5 o mail always safe?

£

¢ No! Check before you open an e-mail. Do you know who it is
from?

¢ Check before you open any attachments or click on any links. Do
you know who the —mail is from?

Be SMART!
Watch for these warning signs

A

One or more of these things might mean an email is unsafe to
open:
an unknown or strange-looking email address

an email address pretending to be something else (e.g.
instead of ben@allsaintsfed.Derbyshire.sch.uk, the
address might say ben.all@saintsfed.Derbyshire.sch.uk

spelling mistakes in the subject or a strange subject title

Be SMART: don’t just accept files.

Check: is this reliable?

Information online: is it reliable? Be SMART!

Information on the
internet may not be
accurate or reliable.
It may be used for
bias, manipulation or
persuasion.

The internet contains
fact, fiction and
opinion. Ask
yourself: is this
reliable? Check with
a trusted adult!

Use strategies to
verify information,
e.g. cross-checking

Be careful when
using an internet
search for images.

Most images, videos
and music are
protected by
copyright. Be careful:
don’t be a copycat!

Stay
Safe

Don’t give out your
personal
information to
people / places
you don’t know.

Don’t
Meet Up

Meeting someone
you have only
been in touch with
online can be
dangerous.
Always check with
an adult you trust.
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Accepting
Files

Accepting emails,
files, pictures or
texts from people
you don’t know
can cause
problems.

Reliable?

Check information
before you believe
it. Is the person or
website telling the
truth?

Tell
Someone

Tell an adult if
someone or
something makes
you feel worried or
uncomfortable.
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